
Need Help with FRCS Cybersecurity Submittals  
in your DoD Construction Project?

As a strategic partner for general contractors for Department of Defense (DoD) design-bid-
build and design-build projects, Michael Baker International Facility-Related Control Systems 
(FRCS) Cybersecurity staff are certified in compliance with DoDD 8570/8140 approved baseline 
certifications for Information Assurance Management and Technicians levels II and III. Certified 
cybersecurity staff provide FRCS cybersecurity deliverables and commissioning as part of 
construction services in accordance with Unified Facilities Criteria 4-010-06; Unified Facilities 
Guide Specifications (UFGS) 25 05 11 and the Naval Facilities Engineering Command (NAVFAC) 
UFGS 25 08 11 00.20.

As part of our onsite services, we can deliver all 
FRCS cybersecurity submittals required by the 
UFGS 25 05 11 and 25 08 11 00.20 prior to 
completion of DD 1354, Transfer and 
Acceptance of DoD Real Property. 
We are compliant with site-
specific expectations for 
NAVFAC, the Air Force Civil 
Engineer Center and the U.S. 
Army Corps of Engineers 
FRCS cybersecurity 
teams, enabling us to 
mobilize quickly and work 
efficiently for our clients. 

Our team includes 
former validators with 
experience in enterprise 
Mission Assurance Support 
Service artifact creation and 
submittals.  

DoD Construction 
Cybersecurity Services

CONSTRUCTION SERVICES DELIVERABLES 

Our services include but are not limited to UFGS 25 05 11, submittals such as:

•	 	Assured Compliance Assessment Solution Scans
•	 Cybersecurity Interconnection Schedules
•	 Cybersecurity Riser Diagrams
•	 Network Communication Reports
•	 Security Content Automation Protocol Reports 
•	 Security Technical Implementation Guides 
•	 Software Recovery and Reconstitution Images
•	 System Security Plans
•	 Vulnerability Reports

DOD FACILITY-RELATED CONTROL SYSTEMS

Michael Baker FRCS Team is certified in providing cybersecurity submittals during 
construction. DoD FRCS may include:

•	 Energy Management Control Systems, such as HVAC & Building Automation 
Systems

•	 Utility Control Systems, such as Advanced Meter Infrastructure; Fire, Life & 
Safety; MicroGrids; & Mass Notification Systems 

•	 Utility Monitoring Control Systems  
•	 Others identified on the DoD FRCS Master Control List

Visit mbakerintl.com/practices for more information 
about our capabilities and iconic projects.

Susan Howard, M.Sc., CISSP 
National ICS/OT Cybersecurity Lead
P: 503-891-0903
E: susan.howard@mbakerintl.com
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CYBERSECURITY DESIGN – ASSESSMENTS – CONSULTING

https://mbakerintl.com
https://mbakerintl.com/practices

